VS | robotics

OcCHOBbI
kubepb6e3onacHOCTH

14 cOBETOB, KOTOPbIE MOMOTYT BaM 3alLUUTUTL CBOM AaHHbIE
1 YCTPOWCTBA B VIHTEpPHETE



02

OcHoBbI KnbepbesonacHoCTH

>e30MacHoe

N3beranTe
ny6anuHbix Wi-Fi

Icnonb3ymTe TO/bKO
HaZEXHble MHTEPHET-
COeAMHEHNA, YTOObI
3aLLMTUTL CBOWV AaHHble

1O04KJTHOHERHNE

byabte
OCTOPOXKHbI
C 3arpy3kammu

CkaymBamTe KOHTEHT
TO/IbKO W13 MPOBEPEHHbBIX
MCTOYHMKOB

[MpoBepaunTte
CCbIJIKM

He nepexoamte no

NOAO3PUTE/IbHBIM CChIIKaM,
KOTOPbIE MOTYT COAEPXaTb
BPEAOHOCHbIE MPOrpamMmsl|



03 OcHoBbl knbepbesonacHocTn

HazaexHble
1apONn
L

[1NNHHbIE YHuKanbHble ang :
CNIOXHble .~ KaXXAOro akKayHTa

e Napoav AMHON
OB C OyKBamy,

S, »

He ncnonb3yinte oamMHakoBble
Napov AN Pa3HbIX YUETHbIX
3anucen

& TS



MHOorogakTopHaa ayTeHTudmKaLmA
— MHO20YPOBHEB8As 3aUUMA
BALLIEro akkayHTa

[Maponb OpHOpa3oBbIN KOA, buomeTtpus
[lepBbin GakTop Bropow ¢aktop Tpetni pakTop
ayTeHTUOMKaLMK ayTeHTUOMKALNK ayTeHTUOMKALNK

[ Fxexx | @




05 OCHOBbI K 6epbe3onacHocTn

ObHOBEHMA U

DE3EPBHOE KOMUPOBAHNE e

O6HoBAEeHUA

7 PerynapHo obHosaante OC 1 NpuaoxeHus

Pe3sepBHOe konupoBaHue

2 PerynapHo co3zaBalTe pe3epBHble KOMMM BaXKHbIX AaHHbIX

YpaneHne Hencnosib3yemMblX akKayHTOB

3 N36aBnaNTECH OT CTapblX, HEAKTUBHbIX YUYETHbBIX 3anmcen



06 OcHoBbl knbepbesonacHocTn

HaaexXXHOCTb

Mpu3Haku
HeHaAe>XXHOoCTH

T0A03pUTENBHBIE CChIKM,
UHble MaaTeXHble

[MpoBepanTte
NMOINTUKAN
O3HakoMbTECH C MOAUTMKAMM

KOHOUAEHUMANBHOCTY Nepes,
MCNOAb30BaHWEM calTa



07 OCHOBBbI Ku 6epbe3onacHocTn

3allnTa MODUbHBIX

yCT

DOWCTB

O6HoBAEHUA

PerynapHo obHosasiTe OC 1 NpunoxeHus

Pe3sepBHOe konupoBaHue

PerynapHo co3zaBalTe pe3epBHble KOMMM BaXKHbIX AaHHbIX

YpaneHne Hencnosib3yemMblX akKayHTOB

N36aBnaNTECH OT CTapblX, HEAKTUBHbIX YUYETHbBIX 3anmcen




08 OcHoBbl knbepbesonacHoOCTH

3almta MOBUIbHbIX
YCTPOUCTB

-
-

-

‘Maponn 1 6rometpus
cronb3yiite Iﬂaaexﬁue CPEACTBA ayTeHTUbMKALN

.“ ‘M.:“",.’"‘ ’ £

: 3 ) : B ‘. " .
i v : ¥ '
A
. o °
i L A

N b

oXeHma

24 o

\ I



09 OcHoBbl knbepbesonacHoCTu

OCTOPOXHOCTL C MybAMKALMAMM

REPUTATION
My6aukyure Ncnonb3yute [MpoBepaunTte
C OCTOPO>KHOCTbHO Bpe€MEHHbIE ajpeca I/IH(I)OpMaLI,I/II-O
[posepanTe Co3aante AOMONHNTENbHbIN [NepenpoBepanTte
MHOOPMAaLIMEO aApec AN perucrTpaummn COMHUTE/IbHbIE CBEAEHMUA

13 MIHTepHeTa



AHTVBUPYCHAA
3aLLUNTA

baoknpoBka BUpycoOB L 3aluTa OoT BPeAOHOCHbIX NpOorpamMm
b

MpeaoTBpaLLeHMEe yTeueKk gaHHbIX L O6HoBAeHMe 6a3bl curHatyp



. a0tivirus
software.

KJIHOUEeB

byabte
6AnTENbHDbI

CobntosanTte npasua
6e30MnacHOCT1 Npu

MCMOb30BaHMKM VIHTepHeTa.

>|BO/Ibl

3awmuanTe
YyCTPOUCTBA
cnonb3ymTte HaaexXHble

CPEeACTBa ayTeHTUOMKaLMK
1 perynapHo obHosaamnte MO

XpaHuTe gaHHble
B 6e3onacHocTu

PerynapHo coszasante
pPEe3epBHbIE KOMUWU BaXKHOM
MHQOPMaLIM



